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1. Introduction

1.0 Document Purpose

This document is a reference guide for using the MobileLinc admin role capabilities. This
document provides detailed instructions for:

e Logging into the MobileLinc Admin interface
e Viewing the end user’s MobileLinc credentials
e Sending a Push Notification to the user’s MobileLinc credential(s)/ mobile device(s).

This document demonstrates how an IT Support Specialist can look up a user’s record in
IdentityGuard and send a push notification to the user’s MobileLinc credential(s) on their
mobile device(s). The purpose is to test that the MobileLinc service is working if the user has
experienced issues. The root cause of the issue could be related to mobile device connectivity.

1.2 Audience
This document is intended for Agency IT Support Specialists that provision and support USDA
mobile devices for end users.

1.3 Scope

This document provides information on MobileLinc administrative role capabilities that are
assigned to Agency IT Support Specialists. This document is not a comprehensive guide for all
MobileLinc administrative functionality. This document should be used by those meeting the
“Audience” description and is not intended for dissemination to end-users.

1.4 Terms & Definitions

For definitions see the Identity, Credential, and Access Management (ICAM) Glossary located
on the ICAM USDA Connect site.

2. Log into MobileLinc

2.1 Access the MobileLinc Admin Interface

To access the MobileLinc Admin interface, go to the following URL:
https://mobilelinc.icam.usda.gov/home

Select the MobileLinc Admin Portal and log in with your LincPass
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FIGURE 1: MobileLinc Self Service Module

USDA Mobilelinc & mobile

U.S. DEPARTMENT OF AGRICULTURE

HOME  CONTACTUS  MOBILELINC HELP

Welcome to USDA's

MobileLinc Credential Portal {.
o e i e e e D ey ’--" e

MobileLinc credentials (PIV-derived) are issued for use on USDA authorized mobile devices. The use of MobileLinc
credentials further secure mobile devices by eliminating the need for username and passwords.

Simplified and guided process to issue or revoke MobileLinc credentials.

L3

MobileLinc credentials can be issued and managed by you 24/7 from your USDA workstation.

Return to top

Quick Links

Issue 3 Credential

Other Links

MobileLinc Help

2.2 Sending the Push Notification
After logging into the MobileLinc Admin Portal with your LincPass , select User Accounts

FIGURE 2: User Accounts

User Accounts S

Manage smart «

Manage user accounts. Create new accounts. Find, edit and delete axisting accounts, Create
nead to be appl

single cards and assign them to users. Assign tokens to users.

Q.
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You can access a user’s MobilelLinc account by typing in their Alias, typically
FirstName.LastName.

Do not enter a user’s name, it does not map to their Mobilelinc account

FIGURE 3a: Accessing a User’s Account

{ntHome [ User Accounts & Smart Credentials [} Reports

Find Accounts

— ACCESS a8 user's account

Enter a User Name or Alias, along with an optional Group, to go to a specific user's account.

#* User Mame or Alias:
Group: |- NA - v

Go To Account

You can also select the Find Accounts tab and type a portion of their last name into the User
Full Name Matches box. Use the * wildcard character before and after last name segment.

FIGURE 3b: Accessing a User’s Account

Go To Account

— Find existing user accounts

Please specify the properties of the user account or accounts you're looking for.
all user accounts will be returned.

Mo
User Name Matches: i
Us
Consider aliases as well

User's Full Name Matches: [Giy

Groups Include: 01
0z
03
o7
0a -

Ilear Accnunt: Boodieo o [ |
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Accounts that match the search criteria will be returned. Be as specific as possible to reduce the
number of accounts that match the search

FIGURE 3c: Accessing a User’s Account

Go To Account

Accounts Found :: Total of 1

User Name
F3264437

w Group
m ez

Admin

Locked Out Available

Mo Yes e

# Smart Credentials

Select the User Name (user’s short person guid) and the user’s account information page will open.

At the bottom of the screen select the Authenticate Smart Credential button.

FIGURE 4: Authenticate Smart Credential

{rHome [H User Accounts & | Smart Credentials

Go To Account

Account Information

User Name
Group
Repository
User's Full Name

Aliases

Access Groups {policy-based)

User State

State in Repository

CardToken Activation Period Expiry Date
Entrust ldenfityGuard Administrator
Contact Information

Last Successful Authentication Time
Last Successful Authentication Type
Last Failed Authentication Time

Last Failed Authentication Type
Lockout Mode

Login Attempts Remaining
Authentication Types

Smart Credentials ¥

Smart Credential ID
MLEOS5499
ML8032041

Manage Smart Credential Digital Ids

Smart Credential Name
HOSTAbICERT
ANATADICERT

Delete Smart Credential

I, - =2 4437
T

default

L]

Mone

Active

Enabled

Mot Set

Yes (IT-Support-OCIO-1T)

Fri May 10, 2019 08:58
Certificats

Tue Aug 21, 2018 10:57
Certificate

Lock User {Authenticator Counter)

3  Hadditional Details

State

Serial Number

Defin
Derived 2kp |
Derived 2kp |

Commands: | ¥l Authenticate Smart Credential |
2 2

You can select a specific smart credential you wish to send a challenge to or if you leave the box
unchecked all the user’s credentials will receive an authentication challenge.

After making the choice of which credentials to issue a challenge to, select the Request Authentication

button.
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FIGURE 5: Request Authentication

Enfrust’
IclenhlyGuurd Administration

Administrator: FOA11] SAISAFI264427
{3t Home [ User Accounts B | Smart Credentials
Go To Account

[ Have a user authenticate with a smart credential |

To suthenticats = smart credsntial for User Name FOA11EDECEFS465ER2E5A35AF3264437 in Group
IT, select a smart credential, or allow all applicable smart credentials to receive the challenge, plus

provide a reason for the challenge.
lect a specific smart credential to use for authentication
Authentication Reason:|an zgministrater is requesting you to authenticate in order to

confirm your identity. Press the confirm button if you wish to
provide proof of your identity.

Request Authentication Cancel

While you are waiting for the user to respond to the challenge you will get the following screen.

FIGURE 6: Waiting for Smart Credential Response

&« x 0 @ https:;//cert mobilelinc.icam.usda.gov:8450/IdentityGuardAdmin/do/ListAccounts/authenticateSmartCreden
HH AESE @ Colab Home Jira Springfhead: Login - & Google Search UDSA Communities @) USDA Mobileline S...

llﬂl’lﬂf.
IdenmyGuard Administration

Administrator: FOA11EDBCSF5465EAZE5A35AF3264437

{rHome [H User Accounts & Smart Credentials

Go To Account.
» »

| Waiting for smart credential response | i

Please wait for User Name FORTIBDBCEF5465ER205A35AT 3264437 in Group IT to respond to the
authentication request.

™ Once the user authenticates the request, the web page will automatically refresh with the authentication result.

Cancel

Entrust IdentityGuard 12.0 108762 {32)

The user will receive an Entrust challenge on their mobile device. The user should respond to the
challenge by confirming it in the Entrust app on their mobile device.
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FIGURE 7: User Mobile Device Screens/Challenge Response

& OUTLOx

Notification Center

{ Back  Security Challenge

Authentication Chaliengo
10STabICERT

Once the user responds to the challenge, that will be indicated in the IDG admin portal.
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FIGURE 8: Authentication Successful

Gt Home [ User Accounts & | Smart Credentials

Go To Account

Account Informat

User Hame
Group
Repository
User's Full Name

Aliases

Access Groups (policy-based)

User State

State in Repository

CardiToken Activation Period Expiry Date
Entrust identityGuard Administrator
Contact Information

Last Successful Authentication Time
Last Successful Authentication Type
Last Failed Authentication Time

Last Failed Authentication Type
Lockout Mode

Login Attempts Remaining

Authentication Types

Smart Credentials ¥

Manage Smart Credential Digital lds

Smart Credential ID ‘Smart Credential Name State Serial Humber
MLBOSS99 OSTabICERT Active
MLB032041 ANTSLICERT Active

Delete Smart Credential

m™

default

None
Active

Enabled

Not Set

Yes (IT-Support-0CIO-TT)

Email:

Fri May 10, 2019 09:15
Certificats

Tue Aug 21, 2018 10:57
Cartificate

Lock User (Authenticator Counter)
3 MAdditional Details

Commands: ¥ Authenticate Smart Credential
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3. Support

Escalate unresolved through your agencies Help Desk escalation process. Include the incident ID
and details and results of all troubleshooting steps.

Important Note: Internal USDA workers listed in search results may not have a fully registered
account for use in accessing eAuthentication-protected applications; however, roles can still be
added to the user’s record and then access will be permitted once they register. Also, users
must use their LincPass to log on to MobilelLinc Identity Guard.
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