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YOUR KEY TO USDA Revoking Your MobileLinc Credential

Revoking an Entrust SC MobileLinc Credential on an iOS or Android Mobile Device

From Workstation

a) Loginto the MobileLinc Credential Portal by using the link below. It is recommended
that you copy this link into your browser Favorites folder for easy access.
https://mobilelinc.icam.usda.gov/

b) Select “Issue MobileLinc Credential” option

Figure 1: Issue Credential
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c) Select “Log in with LincPass”, and log into the Mobile web site

Figure 2: Log in with LincPass
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d) Select “Revoke my MobileLinc Credential”

Figure 3: Revoke my MobileLinc Credential

USDA UNITED STATES DEPARTMENT OF AGRICULTURE \’,

HOME CONTACT US MOBILELINC HELP

Self-Administration Actions

I want to

Enroll for a MobileLinc credential | Revoke my MobileLinc credential |

e) From the list of credentials displayed, select the one to revoke then press “Yes” to
complete the revocation process

Figure 4: Revoke Credential
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f)  You will be asked to confirm that you want to permanently remove the credential.
Select “Yes”
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Figure 5: Confirm to Remove Credential
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g) After the credential has been revoked, a message will appear across the page indicating
the revocation is completed

Figure 6: Confirmation Credential was Revoked
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h) This completes the process of revoking the credential. If you are finished using the
MobileLinc Credential Portal, select “Logout”

3|Page
USDA e Sensitive but not classified



u
& lcam Identity, Credential, and Access Management (ICAM)

YOUR KEY TO USDA Revoking Your MobileLinc Credential

Deleting the Credential Identity from the Entrust SC (Smart Credential) App
To delete the credential identity from the Entrust SC (Smart Credential) app on the mobile

device.

Note: If you have only one credential/ identity, you cannot delete this original identity from the
Entrust SC app until after you register for another credential and have the new credential/
identity on the mobile device. At that point you can change the new identity to your default
identity and delete the original identity.

To change the default identity on an Apple phone or tablet, go to Settings in the Entrust SC app
and under Default Identity select the new identity.

To change the default identity on an Android phone or tablet go to the Identity Details screen
for the new identity and change Default to YES. Save the change. You can now delete the
original identity by selecting the original identity's Identity Details and pressing the little trash
can in the upper right corner of the mobile device screen.

a) Open the app and select the “Identities” icon. For an Android device go to step F

b) For aniOS device, select the identity you just revoked on the MobileLinc Credential
Portal and scroll down to the bottom of the “Identity Details” screen. Press “Delete
Identity”

Figure 7: Deletion of Entrust Smart Credential Identity on an iOS Device

c) You will be asked to confirm that you want to delete the identity. Press “Yes”

d) At this point the identity will be deleted from the mobile device
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e) You have completed revoking the credential and deleting the credential identity for an iOS
device

f) For an Android device, select the identity you just revoked on the MobileLinc Credential
Portal. Select the trash can icon in the upper right. Note that the identity cannot be
deleted if Default is set to YES.

Figure 8: Deletion of Entrust Smart Credential Identity on an Android Device
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g) After selecting the trash can icon, press "YES" to the confirmation that you want to
delete the identity

h) You have completed revoking the credential and deleting the credential identity for an
Android device
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TABLE 1: Document revision and version information

VERSION ‘ DATE ‘ DESCRIPTION ‘ AUTHOR/APPROVAL
1.0 02/2019 Initial Release 1.G.
1.0 02/2019 Branding, Review and 508 Compliant G.R.
1.1 12/2019 Updated screenshots for new website J.G.
1.1 01/2020 Review and 508 Compliant G.R.
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